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QuanTrust PKI

Secure. Scalable. Quantum-Ready

QuanTrust PKIl is an enterprise level standards-compliant, enterprise-grade trust
solution for secure and scalable digital identities. It enables strong authentication,
encryption, digital signing, and timestamping across users, devices, applications,
and networks.

Supports high-availability CA hierarchies, HSM-backed key protection, and
centralized trust enforcement aligned to Post-Quantum Cryptography (PQC).

USE CASES & INDUSTRIES
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Secure login for employees, Certificate-based trust for
machines, l1oT, and edge web services, VPNs, and
devices APIs
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Digital Signing & Certificate Lifecycle
Document Security Automation
Legally enforceable Issuance, renewal, and
electronic signatures and revocation at enterprise
workflows scale
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Audit-ready cryptographic OCSP and Time Stamping
trust infrastructure for non-repudiation and LTV

J J

www.quantumronics.com



QuanTrust PKI

Specifications

Product Type Indigenously developed Enterprise PKI Platform
PKI Components Supported zzgfs(i:g:i:;usire\?v/efub CA, RA, CRL/OCSP Server, Time Stamping Authority
CA Deployment Models Offline Root CA, Online Issuing / Sub CA
Cryptographic Algorithms RSA, Elliptic Curve Cryptography (ECC)
Key Lengths RSA Up to 8192 bits and ECC Up to 521 bits
Supported PQC Algorithms CRYSTALS-Kyber FIPS 203, CRYSTALS-Dilithium FIPS 204
Hash Algorithms SHA-256, SHA-384, SHA-512
Certificate Standards X.509 v3 Certificates
Revocation Mechanisms X.509 v2 CRLs, OCSP
Standards Compliance X.509, PKIX (RFC 5280)
Authentication Two-factor authentication (Smart Card, X.509 Cert)
Access Control Role-Based Access Control (RBAC)
Key Protection Hardware Security Module (HSM)
API & Interfaces PKCS#11, ACME, EST, SCEP, REST
HSM Compliance FIPS 140-2 / FIPS 140-3 capable HSMs
High Availability Active-Active / Active-Passive supported
Audit & Logging Comprehensive, tamper-evident audit logs
Deployment Models On-Premises, Private Cloud, Hybrid
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